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PureMessage for Microsoft Exchange, version 3 upgrade guide

About this guide

This guide is for customers who want to upgrade PureMessage for
Microsoft Exchange as follows:

B From version 2.6.1 to version 3.0.x.

B From version 3.0 to version 3.0.x.

The guide tells you:

What’s new.

System requirements.

How to upgrade on a non-clustered server.
How to upgrade on clustered servers.

How to navigate to common menu options in the new version.

How to contact technical support.
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1.1

What’s new

New features

The following features are new:

Supports Microsoft Exchange 2007.
Supports 64-bit versions of Windows 2003.
Integrates with Microsoft Active Directory.

Provides group-level and user-level policies for anti-virus, anti-
spam, and email content settings.

Provides the option to define different policies for inbound,
outbound, and internal email flows.

Provides the option to discard inbound email sent to non-existent
users (recipient validation).

Allows multiple PureMessage servers to be managed from a single
management console.

Offers additional management reports.

Provides a new Dashboard containing an overview of the
PureMessage server status and key email statistics.

Provides better searching within central quarantine.

Improves handling of TNEF-formatted emails, allowing policy
rules to be applied accurately to internal email.

Has a new user interface.
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1.2 Features that have been removed or replaced

NNTP scanning is no longer supported.

The option to scan inside Macintosh files has been removed from
the user interface, as this is now enabled by default.

B Screen alerts are no longer supported.

B Skip mail to following recipients feature is no longer supported.

You should make a note of the email addresses specified in
PureMessage 2.6, and create appropriate exceptions to the policies
in PureMessage 3. Refer to the PureMessage for Microsoft Exchange

3 user manual.
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System requirements

Note that system requirements have increased since PureMessage
2.6. Make sure the computer you intend to upgrade meets the system
requirements for PureMessage 3 before you begin the upgrade
process.

Network requirements

B Anti-spam updates are only available directly from Sophos, so the

computer you install PureMessage on will need internet access (via
HTTP).

B [f you have any upstream email servers that forward email to the
server where PureMessage is being installed then you will need to
specify these during installation.

System requirements

Hardware for PureMessage on Exchange Server 2000/2003, IIS
SMTP gateway or administration console

Component Requirement
Disk space 1 GB minimum
Memory 1 GB minimum, 2 GB or higher recommended

CPU 1.5 GHz minimum, 2 GHz or higher recommended
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Hardware for PureMessage on Exchange Server 2007

Component Requirement

Disk space 1 GB minimum

Memory 2GB minimum, 4 GB or higher recommended

CPU 2 GHz minimum, 2 GHz Dual Core or higher
recommended

IIS SMTP gateway

Platform Minimum SP
Windows 2000 (Professional or Server) SP4

Windows 2003 (32-bit or 64-bit) SP1

Windows 2003 R2 (32-bit or 64-bit) No SP required
Windows XP Professional (32-bit or 64-bit) SP2

Windows Small Business Server 2000 SPla
Windows Small Business Server 2003 SP1

Windows Small Business Server 2003 R2 No SP required
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Exchange Server 2000/2003

Platform Minimum SP
Windows 2000 (Professional or Server) SP4

Windows 2003 SP1

Windows 2003 R2 No SP required
Windows Small Business Server 2000 SPla
Windows Small Business Server 2003 SP1

Windows Small Business Server 2003 R2 No SP required
Microsoft Exchange 2000 SP3

Microsoft Exchange 2003 SP1

Exchange Server 2007

Platform Minimum SP
Windows 2003 (64-bit) SP1

Windows 2003 R2 (64-bit) No SP required
Microsoft Exchange 2007 No SP required
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Administration console

Platform Minimum SP
Windows 2000 (Professional or Server) SP4
Windows 2003 (32-bit or 64-bit) SP1

Windows 2003 R2 (32-bit or 64-bit)

No SP required

Windows XP Professional (32-bit or 64-bit) SP2
Windows Small Business Server 2000 SP1la
Windows Small Business Server 2003 SP1

Windows Small Business Server 2003 R2

No SP Required

Microsoft Vista (32-bit or 64-bit)

No SP Required

Database

Platform

Minimum SP

Microsoft SQL Server 2005 (all editions including
Express)

No SP required

Microsoft SQL Server 2000 (all editions including
MSDE)

SP3

Non-clustered installations

New installation | If no database is available, PureMessage will install SQL

Server 2005 Express Edition.

Upgrade PureMessage will continue to use the existing configured

database.
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Clustered installations

New installation

PureMessage cannot use a local instance of MSDE or
SQL Server 2005 Express Edition on a cluster. You
must install a database before installing PureMessage.
PureMessage can use either:

B A local clustered virtual SQL Server instance

B A remote SQL Server instance (can also be MSDE or
SQL Server 2005 Express Edition)

Upgrade

PureMessage will continue to use the existing configured
database.

11
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3.1

3.2

12

Before you upgrade

This section gives you information you need before upgrading.

Upgrading PureMessage
Before you upgrade PureMessage, you should do as follows.

B Ensure you are upgrading from PureMessage version 2.6.1 or later.
Other upgrades are not supported.

B Read the release notes supplied with this set of documentation.
B Review the system requirements specified in section 2.

Your existing database and configuration options will be preserved.
However, you may want to upgrade your database. See section 3.2 for
advice.

Upgrading the database

When you upgrade, your existing MSDE database and configuration
options will be preserved. However, you may prefer to upgrade to
SQL Server Express 2005 for the following reasons:

B SQL Server Express 2005 has a maximum database size of 4 GB (as
opposed to 2GB for MSDE).

B SQL Server Express 2005 is supported on Windows Vista and
Windows Server 2008.

B Microsoft are due to withdraw support for MSDE in 2008.

If you want to use SQL Server Express 2005, see Knowledgebase
Article 31157 for details of how to upgrade PureMessage manually,
install SQL Server Express and migrate your configuration options.
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Upgrading on a non-clustered server

Before you start the upgrade, ensure that you have chosen a time
when it would not be inconvenient to restart the computer. You may
be prompted to restart to complete the process.

Depending on which version of PureMessage you upgrade from,
some of the dialog boxes described below may not be displayed.

1.

If you have downloaded the PureMessage self-extractor from
the Sophos website, click Install to extract and launch the
PureMessage installer.

If you are installing from a CD, run the PureMessage installer
from the CD.

@ Ensure that the installer is not run from a network share.

2.
3.

In the Welcome dialog box, click Next.

In the License Agreement dialog box, read the agreement. If you
agree with the terms, click the radio button I accept the terms of
the license agreement and click Next.

In the Select Features dialog box, select the components you want
to install. Click Next.

O You cannot install the PureMessage server without an

administration console.

If the Database Settings dialog box is displayed, specify the
database (SQL server) where PureMessage will store reporting
data, central quarantine, and policy configuration information.
Click Next.

13
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6. In the PureMessage Configuration Group dialog box, you specify
which group of PureMessage installations this installation belongs
to. Installations that are in the same group share the same policy
configuration and can be managed from a single administration
console. Select an existing group from the drop-down list or create
a new group by entering a new name. Click Next.

If you join an existing group, the configuration settings of the
group will apply to the server.

(! B3 you create a new group, PureMessage will not preserve your
previous policy configuration.

If you change the group or create a new group, continue to step 7.
If you keep the configuration group unchanged, go to step 10.

7. If the PureMessage Administration Settings dialog box is
displayed, enter an Administrator email address. PureMessage will
send alerts to this email address. You can change this address later
on. Click Next.

(¢ PureMessage creates a security group in Active Directory
called Sophos PureMessage Administrators, which includes all
PureMessage administrators. By default, the current user will be
added to this group.

14



PureMessage for Microsoft Exchange, version 3 upgrade guide

8. In the PureMessage Routing settings dialog box, enter your
company’s email domain(s), such as mycompany.com, in the top
panel.

O You should not specify sub-domains.When you specify a domain,
the sub-domains are included automatically.

Enter the IP addresses of any trusted email relays, such as your
ISP’s SMTP server and any email gateway server or appliance
upstream of your Exchange servers. Click Next.

O PureMessage uses the trusted email relays settings to determine
mail direction. If you do not specify them, PureMessage may
classify messages from upstream relays as internal and fail to scan
them. For more information, see Appendix B of the PureMessage
for Microsoft Exchange 3 startup guide.

Sophos PureMessage - InstallShield Wizard |

PureMeszage Routing Settings
Canfigure Puretd eszage mail domains and upstream [trusted) relags. M

Enter your comparw's email domain names [one per line] E.g. compang.com

mycompang. local ﬂ
MYCOMmpany. com
=

Enter the |P addresses of ang upstream [truzted] mail relaps that deliver mail to Puretdeszage
[one per ling]. E.q. Thiz might include your ISPz addresses or pour gateway mail servers that
deliver mail to Purebeszage.

Mote that you can enter an [P address range in the form sess-pen

BF.55.56.55 |=]
44.44.44.44-44 44,4455

Cancel |

|mstall=hield

< Back

9. If the Company Information dialog box is displayed, you can
enter details relating to the size, location, and market sector of
your company or organization. This valuable feedback helps
SophosLabs analyse email security trends. Click Next.

10. In the Start Copying Files dialog box, make sure the settings are
correct. If they are not, use the back button to return to previous
dialog boxes and change the settings. When they are correct, click
Next.

15
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11. In the InstallShield Wizard Complete dialog box, select Restart
your computer now and click OK. When the computer restarts,
installation will resume automatically.

© If there is no Restart your computer now option, go straight to
step 12.

12. In the InstallShield Wizard Complete dialog box, click Finish to
complete the installation.

16
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5.1

5.2

Upgrading from PureMessage 2.6 on
clustered servers

This section describes how to upgrade from PureMessage 2.6 on
clustered servers.

O If you want to upgrade from PureMessage 3.0 to PureMessage 3.0.x,

see section 6.

About upgrading on a cluster

The following instructions apply to a cluster containing one group.
If you have a more complicated cluster network, contact Sophos
technical support for information and advice.

We recommend that you read Appendix A of the PureMessage for
Microsoft Exchange 3 startup guide before starting.

@ Sophos does not support installation when Exchange 2007 is installed

in Cluster Continuous Replication mode.

The main steps in upgrading are:

B Creating a copy of your PureMessage settings (section 5.2).
B Uninstalling PureMessage from the cluster (section 5.3).

B Installing the new version of PureMessage (section 5.4).

Creating a copy of PureMessage settings

To create a copy of your PureMessage settings, ensure you are at an
active node and run the PureMessage installer, as follows:

1. If you have downloaded the PureMessage self-extractor from
the Sophos website, click Install to extract and launch the
PureMessage installer.

Alternatively, if you are installing from a CD, run the PureMessage
installer from the disc.

© Ensure that the installer is not run from a network share.

17
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2. Follow the on-screen instructions. When PureMessage has created
a copy of your current settings, the upgrade program finishes.

5.3 Uninstalling PureMessage

You use Add | Remove programs to remove PureMessage 2.6 from all
nodes of your cluster.

Uninstallation has similar requirements to installation.

B The PureMessage service should be uninstalled from each node
within the cluster in turn.

B Before uninstallation from a node, a PureMessage group must be
moved to that node.

B There must be at least one uninstallation for each PureMessage
group.

B The final uninstallation from each group must be identified as the
last. All other uninstallations must not.

In order meet these criteria, proceed as follows.

5.3.1 Uninstall PureMessage from each passive node in turn
1. Move any PureMessage group to a passive node.
2. Uninstall PureMessage from that node.

3. When asked whether the removal is from the last node in the
group, select No.

4. Repeat for each remaining passive node.

5.3.2 Return PureMessage groups to the active nodes

Ensure each PureMessage group is active on a different active node.
This will require that any groups moved in section 5.3.1 are returned
to their usual active nodes.

18
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5.3.3 Uninstall PureMessage from each active node in turn
1. Uninstall PureMessage from an active node.

2. When asked whether the removal is from the last node in the
group, select Yes.

3. Repeat for each remaining active node.

5.4 Installing PureMessage

1. Ensure that the node with the saved settings which was initially
active is still active; if it is not, move the cluster group to make it
active again.

2. Starting with the active node and then progressing to the passive
nodes, install PureMessage 3 as if it were a fresh installation on to
a clustered server. See the PureMessage for Microsoft Exchange 3
startup guide for full instructions.

19
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6

6.1

6.2
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Upgrading from PureMessage 3.0 on
clustered servers

This section describes how to upgrade from PureMessage 3.0 to
PureMessage 3.0.x on clustered servers.

O If you want to upgrade from PureMessage 2.6 on clustered servers, see

section 5.

About upgrading on a cluster

The following instructions apply to a cluster containing one group.
If you have a more complicated cluster network, contact Sophos
technical support for information and advice.

We recommend that you read Appendix A of the PureMessage for
Microsoft Exchange 3 startup guide before starting.

@ Sophos does not support installation when Exchange 2007 is installed

in Cluster Continuous Replication mode.
When you upgrade from PureMessage 3.0 to PureMessage 3.0.1:

B You do not have to manually uninstall the current installation of
PureMessage.

B You can upgrade the nodes in any order.

B You do not have to fail-over the nodes.

Upgrading clustered servers

On each server, do as follows:

1. If you have downloaded the PureMessage self-extractor from
the Sophos website, click Install to extract and launch the
PureMessage installer.

If you are installing from a CD, run the PureMessage installer
from the CD.

© Ensure that the installer is not run from a network share.
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2. In the Welcome dialog box, click Next.

3. In the License Agreement dialog box, read the agreement. If you
agree with the terms, click the radio button I accept the terms of
the license agreement and click Next.

4. In the Select Features dialog box, select the components you want
to install. Click Next.

O You cannot install the PureMessage server without an
administration console.

5. In the PureMessage Cluster Settings dialog box, select the shared
cluster disk associated with the server. Click Next.

If you select an active disk, continue to step 6. If you select a
passive disk, go to step 12.

6. In the Database Settings dialog box, specify the database (SQL
server) where PureMessage will store reporting data, central
quarantine, and policy configuration information. Click Next.

7. If you are upgrading PureMessage on an Exchange 2007 server
that is configured as a mailbox-only role, the PureMessage
Mailbox Role Settings dialog box is displayed. Select the Exchange
2007 transport server which PureMessage will use to send alert
email messages. Click Next.

8. In the PureMessage Configuration Group dialog box, you specity
which group of PureMessage installations this installation belongs
to. Installations that are in the same group share the same policy
configuration and can be managed from a single administration
console. Select an existing group from the drop-down list or create
a new group by entering a new name. Click Next.

If you keep the configuration group unchanged, go to step 12. If
you change the group or create a new group, continue to step 9.

9. In the PureMessage Administration Settings dialog box, enter an
Administrator email address. PureMessage will send alerts to this
email address. You can change this address later on. Click Next.

21
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O PureMessage creates a security group in Active Directory
called Sophos PureMessage Administrators, which includes all
PureMessage administrators. By default, the current user will be
added to this group.

10. In the PureMessage Routing settings dialog box, enter your
company’s email domain(s), such as mycompany.com, in the top
panel.

O You should not specify sub-domains.When you specify a domain,
the sub-domains are included automatically.

Enter the IP addresses of any trusted email relays, such as your
ISP’s SMTP server and any email gateway server or appliance
upstream of your Exchange servers. Click Next.

O PureMessage uses the trusted email relays settings to determine
mail direction. If you do not specify them, PureMessage may
classify messages from upstream relays as internal and fail to scan
them. For more information, see Appendix B of the PureMessage
for Microsoft Exchange 3 startup guide.

11. In the Company Information dialog box you can enter details
relating to the size, location, and market sector of your company
or organization. This valuable feedback helps SophosLabs analyse
email security trends. Click Next.

12. In the Start Copying Files dialog box, ensure the settings are
correct. If they are not, use the back button to return to previous
dialog boxes and change the settings.When they are correct, click
Next.

22
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7  Navigating to common menu options

This section compares the location of common menu options i n

PureMessage 2.6 and PureMessage 3.

Task or function

PureMessage 2.6

PureMessage 3

Set up mail domain for
which PureMessage
accepts incoming
messages

Not applicable

Configuration | System | Routing

Set up a trusted relay
(2.6)

Set up an upstream
(trusted) relay (3)

Jobs|Mail (SMTP):
Spam tabbed page

Configuration | System | Routing:

select Upstream (trusted) relays

Synchronize with
your server or Active
Directory

Not applicable

Configuration | Users and groups| Active
Directory

Alerting for SMTP Alerting| Mail(SMTP): Configuration | Transport (SMTP)
scanning sub-menus for administrators, Scanning policy
senders, recipients
select Anti-spam, Anti-virus, or Content
Alerting for Alerting| Exchange information | Configuration | Exchange store scanning

Administrator events
in the Exchange
Information store

store| Administrator

policy

Setting up global
details for alerts

Alerting

Configuration | System | Alert configuration

Configure outbreak
alerting

Alertiing | Mail (SMTP)|
Administrator | Outbreak

Configuration | System | Virus outbreak
settings

Start email scanning

Jobs | Mail (SMTP)|Status
page

Configuration| Transport (SMTP) scanning
policy | Anti-virus

Configure SMTP scan
settings

Jobs | Mail (SMTP)|Scan page

Configuration | Transport (SMTP) scanning
policy | Anti-virus | Change anti-virus
settings

23
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Task or function

PureMessage 2.6

PureMessage 3

Configure Exchange
Store scan settings

Jobs| Exchange Information
Store|Scan page

Configuration | Exchange store scanning
policy | Change Exchange store scan
settings

Skip scanning for
specified recipients

Jobs | Mail (SMTP)|Filter page

Use exception policies for each type of
event. See the PureMessage user manual

Block content which
may be an email threat

Jobs|Mail (SMTP)|Content
page

Configuration| Transport (SMTP) scanning
policy | Content

click the Define link for each event.

Specify actions against
viruses or spam

Jobs | Mail (SMTP)|Actions
page

Configuration | Transport (SMTP)
Scanning policy

select Anti-virus or Anti-spam

Specify actions against
viruses in Exchange
Store

Jobs | Exchange Information
Store| Actions page

Configuration | Exchange store scanning
policy

Add comments to email
(subject tags)

Jobs | Mail (SMTP)|Subject
Tags page

Configuration | System | Email tagging

Configure or enable
Exchange store
scanning

Jobs | Exchange information
store | Status page

Configuration | Exchange store scanning
policy

Set up a disclaimer

Disclaimer

Configuration| Transport (SMTP) scanning
policy | Disclaimer

Check health of all
servers

Not applicable

Dashboard

24
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Technical support

For technical support, visit www.sophos.com/support

If you contact technical support, provide as much information as
possible, including the following:

1. Sophos software version number(s)
2. Operating system(s) and patch level(s)

3. The exact text of any error messages.

Copyright © 2008 Sophos Group. All rights reserved. No part of
this publication may be reproduced, stored in a retrieval system, or
transmitted, in any form or by any means, electronic, mechanical,
photocopying, recording or otherwise unless you are either a valid
licensee where the documentation can be reproduced in accordance
with the licence terms or you otherwise have the prior permission in
writing of the copyright owner.

Sophos and Sophos Anti-Virus are registered trademarks of Sophos
Plc and Sophos Group. All other product and company names
mentioned are trademarks or registered trademarks of their respective
owners.

25
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Part of PureMessage uses:
Regex++, Index.

(version 3.04, 18 April 2000)
Copyright (c) 1998-2000
Dr John Maddock

Permission to use, copy, modify, distribute and sell the Regex ++, index library and its documentation for any
purpose is hereby granted without fee, provided that the above copyright notice appears in all copies and that
both that copyright notice and this permission notice appear in supporting documentation.

Copyright (c) 1990-2003 Info-ZIP. All rights reserved.
For the purposes of this copyright and license, “Info-ZIP” is defined as the following set of individuals:

Mark Adler, John Bush, Karl Davis, Harald Denker, Jean-Michel Dubois, Jean-loup Gailly, Hunter Goatley, Ian
Gorman, Chris Herborth, Dirk Haase, Greg Hartwig, Robert Heath, Jonathan Hudson, Paul Kienitz, David
Kirschbaum, Johnny Lee, Onno van der Linden, Igor Mandrichenko, Steve P. Miller, Sergio Monesi, Keith Owens,
George Petrov, Greg Roelofs, Kai Uwe Rommel, Steve Salisbury, Dave Smith, Christian Spieler, Antoine Verheijen,
Paul von Behren, Rich Wales, Mike White

This software is provided “as is,” without warranty of any kind, express or implied. In no event shall Info-ZIP or
its contributors be held liable for any direct, indirect, incidental, special or consequential damages arising out of
the use of or inability to use this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to
alter it and redistribute it freely, subject to the following restrictions:

1. Redistributions of source code must retain the above copyright notice,definition, disclaimer, and this list of
conditions.

2. Redistributions in binary form (compiled executables) must reproduce

the above copyright notice, definition, disclaimer, and this list ofconditions in documentation and/or other
materials provided with the distribution. The sole exception to this condition is redistributionof a standard
UnZipSFX binary (including SEXWiz) as part of a self-extracting archive; that is permitted without inclusion of
thislicense, as long as the normal SEX banner has not been removed from the binary or disabled.

3. Altered versions—including, but not limited to, ports to new operating systems, existing ports with new
graphical interfaces, and dynamic,shared, or static library versions—must be plainly marked as suchand must
not be misrepresented as being the original source. Such altered versions also must not be misrepresented as
being Info-ZIP releases—including, but not limited to, labeling of the altered versions with the names “Info-
ZIP” (or any variation thereof, including, but not limited to, different capitalizations), “Pocket UnZip,” “WiZ”or
“MacZip” without the explicit permission of Info-ZIP. Such altered versions are further prohibited from
misrepresentative use of the Zip-Bugs or Info-ZIP e-mail addresses or of the Info-ZIP URL(s).

4. Info-ZIP retains the right to use the names “Info-ZIP,” “Zip,” “UnZip,” “UnZipSFX,” “WiZ,” “Pocket UnZip,”
“Pocket Zip,” and “MacZip” for its own source and binary releases.
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Copyright © 2004-2005, Mathew Hall
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,are permitted provided that
the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO,PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.
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